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The file extension whitelist specifies a list of file
extensions that are permitted. If a user attempts
to upload a file type not specified in the whitelist,

the upload fails.

Only the file extension, not the file format, is
checked when determining whether the file is
included in the whitelist. A file with a whitelisted
extension but different format can be uploaded.
Example:

A file extension whitelist only contains .txt.
Consequently, users can upload any file with a
.Ixt extension, such as sample.txt. When users
attempt to upload files with other extensions, such
as .pdf, the upload fails.
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